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PURPOSE: To attain group ciphering communication from one optional 
terminal to lots of optional terminals among plural terminals while the 
security is ensured. 

CONSTITUTION: Plural secret numerals called as a master key in common 
to a prescribed partial set in an IC card 101 are stored in a memory 103 of 
the IC card, the IC card is inserted to a terminal to which communication is 
started at first to generate communication destination information is 
generated and sent to other terminal via a communication network 1 1 7. 
Moreover, based on communication destination information, one is selected 
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receives communication destination information and selects one from the 
plural master keys based on the communication destination information and 
the group key is generated by using the selected master key and 
ciphering/decoding of the communication message is implemented by using 
the generated group key. 
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